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MOBILE COMMUNICATION METHOD, MOBILE COMMUNICATION APPARATUS, 
HOME AGENT APPARATUS , ACCESS ROUTER INFORMATION SERVER APPARATUS , 
AND MOBILE COMMUNICATION SYSTEM 
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Technical Field 

The present invention relates to a mobile communication 
method, a mobile communication apparatus (a mobile node) , a home 
agent apparatus, an access router information server apparatus, 
10 and a mobile communication system, using a mobile IP. 

Background Art 

The mobile communication system using the mobile IP 
includes a mobile communication apparatus (a mobile node) 

15 performing communications while moving between sub-networks, 
a home agent apparatus performing location management of the 
mobile communication apparatus, a correspondent node connected 
to the Internet which communicates with the mobile communication 
apparatus, and access router apparatuses to which the mobile 

20 communication apparatus connects in order to communicate with 
the correspondent node connected to the Internet- In this 
configuration, one mobile communication method using the 
conventional mobile IP is described in the document "Mobility 
Support in IPv6", IETF RFC3775. 

25 First, the mobile communication apparatus, when moving 

to a different sub-network, receives a router advertisement 
message from the access router apparatus which belongs to the 
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movement-destination sub-network and generates from prefix 
information included in the message a care-of address which is 
temporarily used in the sub-net. After that, the mobile 
communication apparatus sends a binding update message including 
5 its home address and newly generated care-of address to the home 
agent apparatus . The home agent apparatus receives the binding 
update message and adds the home address and the care-of address 
pair included in the received binding update message to a binding 
cache in which home address and the corresponding care-of address 

10 pairs are stored- Then, packets transmitted addressed to the 
home address of the mobile communication apparatus are 
intercepted by the home agent apparatus and forwarded to the 
current care-of address of the mobile communication apparatus. 

In the conventional mobile communication method, during 

15 a period of time from the movement of the mobile communication 
apparatus to the different sub-network until when the apparatus 
registers the care-of address which has been acquired at the 
movement -destination sub-network in the home agent apparatus, 
packets arriving addressed to the home address of the mobile 

20 communication apparatus are forwarded to the pre -movement care-of 
address of the mobile communication apparatus from the home agent 
apparatus, and therefore packet loss occurs. 

As a method for reducing the packet loss, there is a method 
of forwarding and buffering packets between access router 

25 apparatuses (hereinafter, referred to as "a Fast Mobile IP") 
described in a document "Fast Handovers for Mobile IPv6", IETF 
Mobile IP WG. Fig. 40 is a sequence diagram showing operations 
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of the Fast Mobile IP. 

In a procedure of the Fast Mobile IP, when the mobile 
communication apparatus detects the movement -destination access 
router apparatus (step S3401), it sends a message including a 
5 lower layer address of the movement -destination access router 
apparatus to the pre -movement source access router apparatus 
(step S3402) and acquires the IP address of the 
movement -destination access router apparatus (step S3403) . The 
mobile communication apparatus, after acquiring the IP address, 

10 sends to the pre-movement source access router a message 
requesting that packets transmitted addressed to the care-of 
address of the mobile communication apparatus be forwarded to 
the movement -destination access router apparatus (step S3404) . 
After that, the pre-movement source access router apparatus 

15 establishes a tunnel between it and the movement -destination 
access router apparatus, and instructs the movement-destination 
access router apparatus to buffer the packet temporarily (step 
S3405 , S3406 ) . After that , the pre-movement source access router 
apparatus sends a verification message indicating that the 

20 establishment of the tunnel is completed to the mobile 
communication apparatus (step S3407). After receiving the 
verification message, the mobile communication apparatus 
performs a handover processing in the lower layer (step S3409) . 
After the handover is finished in the lower layer, the mobile 

2 5 communication apparatus sends a message indicating the start 
of forwarding the buffered packets to the movement-destination 
access router apparatus (step S3410). When the 
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movement -destination access router apparatus receives the 
message, it transmits the buffered packets to the mobile 
communication apparatus ( step S3414 ) . The mobile communication 
apparatus acquires the new subnet prefix from the router 
5 advertisement message (step S3411) sent by the 
movement -destination access router and generates the new care-of 
address (step S3421), then, updates the binding caches of the 
home agent apparatus, the contacted correspondent node, and so 
on (step S3412, step s3413, step S3415). These processes are 

10 standard mobile IP processes, described in the document "Mobility 
Support in IPv6", IETF RFC 3775 (hereinafter, referred to as 
"standard mobile IP"). 

As a method for preventing the occurrence of packet loss 
in the case that the access router apparatuses of the pre -movement 

15 source sub-network and the movement -destination sub-network do 
not comply with the Fast Mobile IP, there is the method described 
in JP-A-2003-209890. 

In the mobile communication method, when it becomes clear 
that the mobile communication apparatus is in the period when 

20 it cannot be contacted, the apparatus sends a telegraphic message 
informing that the non-contact period has started to the home 
agent apparatus , and the home agent apparatus which has received 
the telegraphic message that the non-contact period has started 
stores data packets addressed to the mobile communication 

2 5 apparatus received by the home agent from that time. When the 
non-contact period has finished, the mobile communication 
apparatus sends a telegraphic message that the non-contact period 
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has ended to the home agent , and the home agent apparatus receives 
the message and forwards the previously stored data packets 
addressed to the mobile communication apparatus. Then, the 
mobile communication apparatus receives and processes the data 
5 packets forwarded from the home agent apparatus. 

Furthermore , as a conventional mobile communication system 
for reducing packet loss in the mobile IP, there is the system 
described in JP-A-2002-125254 . This is the method that a gateway 
apparatus installed at the home agent apparatus or between the 

10 home agent apparatus and the access router apparatus buffers 
or bicasts packets addressed to the mobile communication 
apparatus. In this method, the mobile communication apparatus 
sends a registration message for performing a double registration 
of the movement -destination foreign agent apparatus and the 

15 pre-movement source foreign agent apparatus in the home agent 
apparatus and the gateway apparatus. According to the double 
registration, the home agent apparatus transmits the same packet 
to the movement -destination foreign agent apparatus and to the 
pre-movement source foreign agent apparatus (bicast) . The home 

20 agent apparatus , after receiving the regis trationmessage , judges 
whether the packet has been received in real-time, and if it 
is real-time traffic, performs bicasting to the pre-movement 
source foreign agent apparatus and the movement -destination 
foreign agent apparatus, otherwise, performs buffering. 

25 However, in the conventional mobile communication method 

described in the document "Fast Handovers for Mobile IPv6" , IETF 
Mobile IP WG, the tunnel has to be established by exchanging 
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messages between the pre-movement source access router apparatus 
and the movement -destination access router apparatus, and 
therefore it is required that both access router apparatuses 
comply with the Fast Mobile IP. Specifically, when instructing 
5 the access router apparatus which does not comply with the Fast 
Mobile IP to establish the tunnel, the instruction is ignored 
and packets are lost. 

On the other hand, in the conventional mobile communication 
method described in JP-A-2003-209890 , even when both access 

10 router apparatuses of the pre-movement source and the 
movement -destination sub-network comply with the Fast Mobile 
IP, a tunnel cannot be established, and as a result inefficient 
forwarding is performed. 

In actual networks , since all the access router apparatuses 

15 do not necessarily comply with the Fast Mobile IP, there is a 
problem that the Fast Mobile IP cannot be applied. 

Furthermore, in the configuration of JP-A- 2002- 125254 , 
since it is necessary that processes such as buffering and 
bicasting are performed frequently, there is a problem that the 

20 load of the home agent apparatus becomes high. 

Disclosure of the Invention 

An object of the invention is to solve these problems by 
providing a mobile communication method allowing Fast Mobile 
25 IP to be applied without greatly increasing the load of the home 
agent apparatus even when the access router device does not comply 
with Fast Mobile IP. Particularly, it provides a mobile 



r 



communication method and a mobile communication system which 
effectively carries out the procedure of Fast Mobile IP in which 
the mobile communication apparatus (a mobile node) determines 
the start of a handover. 
5 A mobile communication method of the invention includes 

a step in which a mobile communication apparatus determines 
whether the pre -movement source access router apparatus to which 
it is connected complies with a Fast Mobile IP or not, a step 
in which during the movement of the mobile communication apparatus , 

10 it detects a signal from the movement -destination access router 
apparatus , and a step when such a signal is detected in which 
in the case where the mobile communication apparatus has 
determined that the pre-movement source access router apparatus 
does not comply with the Fast Mobile IP, the mobile communication 

15 apparatus requests a home agent apparatus for information on 
the movement -destination access router, and the home agent 
apparatus responds to the request , providing information on the 
movement -destination access router apparatus to the mobile 
communication apparatus , and the mobile communication apparatus 

20 instructs the home agent apparatus to forward data addressed 
to the mobile communication apparatus to the movement -destination 
access router apparatus. In this way, the mobile communication 
apparatus can implement the Fast Mobile IP procedure even when 
the pre-movement source access router apparatus does not comply 

25 with the Fast Mobile IP, thereby reducing packet loss. 

Alternatively, in the mobile communication method of the 
invention, the home agent apparatus stores information on access 



router apparatuses , and retrieves and relays information on the 
movement -destination access router apparatus in accordance with 
a request by the mobile communication apparatus. In this way, 
the mobile communication apparatus can acquire information on 
5 the movement -destination access router apparatus from the home 
agent apparatus. 

Alternatively, in the mobile communication method of the 
invention, the home agent apparatus asks an access router 
information server apparatus storing information on access router 

10 apparatuses for information on the movement -destination access 
router apparatus in accordance with the request by the mobile 
communication apparatus , and relays the information to the mobile 
communication apparatus. In this way, it becomes unnecessary 
for the home agent apparatus to store information on the access 

15 routers. 

Alternatively, in the mobile communication method of the 
invention, the mobile communication apparatus notifies the home 
agent apparatus of an identifier tag of the movement -destination 
access router apparatus, and the home agent apparatus searches 

20 for or inquires about information on the movement-destination 
access router apparatus based on the identifier tag. In this 
way, the home agent apparatus can search for information on the 
movement -destination access router efficiently. 

Alternatively, in the mobile communication method of the 

2 5 invention, the identifier tag of the movement -destination access 
router is either a lower layer address or a base station ID. 
In this way, the movement -destination access router can be 



9 



uniquely identified. 

Alternatively, the mobile communication method of the 
invention further includes a step in which when the home agent 
apparatus cannot acquire information on the movement -destination 
5 access router apparatus, the home agent apparatus notifies the 
mobile communication apparatus accordingly. In this way, the 
mobile communication apparatus can know that information on the 
movement -destination access router could not be acquired. 

Alternatively, the mobile communication method of the 

10 invention includes a step in which a mobile communication 
apparatus determines whether the pre -movement source access 
router apparatus to which it is connected complies with Fast 
Mobile IP or not , a step during the movement of the mobile 
communication apparatus in which it detects a signal from a 

15 movement -destination access router apparatus , and a step in which 
when communication has been detected, in the case where the mobile 
communication apparatus determines that the pre -movement 
source access router apparatus does not comply with the Fast 
Mobile IP, the mobile communication apparatus acquires 

20 information on the movement -destination access router from an 
access router information server apparatus storing information 
on access router apparatuses, and instructs the home agent 
apparatus to forward data addressed to the mobile communication 
apparatus to the movement -destination access router apparatus. 

2 5 In this way, the mobile communication apparatus can reduce packet 
loss even when the pre-movement source access router apparatus 
does not comply with Fast Mobile IP. 
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Alternatively, the mobile communication method of the 
invention includes a step in which if the mobile communication 
apparatus determines that the pre -movement source access router 
apparatus does not comply with Fast Mobile IP and that the 
5 movement -destination access router apparatus complies with Fast 
Mobile IP, the mobile communication apparatus instructs the home 
agent apparatus to forward data addressed to the mobile 
communication apparatus to the movement -destination access 
router apparatus , a step in which the home agent apparatus 

10 establishes a tunnel between the home agent apparatus and the 
movement -destination access router apparatus and notifies the 
mobile communication apparatus of the establishment of the tunnel, 
and a step in which the movement -destination access router 
apparatus forwards data received via the tunnel and which is 

15 addressed to the mobile communication apparatus to the mobile 
communication apparatus. In this way, the mobile communication 
apparatus can reduce packet loss even when the pre-movement source 
access router apparatus does not comply with the Fast Mobile 
IP. 

20 Alternatively, the mobile communication apparatus of the 

invention includes a step in which if the mobile communication 
apparatus determines that the pre-movement source access router 
apparatus complies with Fast Mobile IP and the 
movement -destination access router apparatus does not comply 

25 with Fast Mobile IP , the mobile communication apparatus instructs 
the pre-movement source access router apparatus to forward data 
addressed to the mobile communication apparatus to the home agent 
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apparatus, a step in which the pre -movement source access router 
apparatus establishes a tunnel between the pre-movement source 
access router apparatus and the home agent apparatus and notifies 
the mobile communication apparatus of this tunnel, and a step 
5 in which the home agent apparatus forwards data addressed to 
the mobile communication apparatus received via the tunnel to 
the mobile communication apparatus. In this way, the mobile 
communication apparatus can reduce packet loss even when the 
movement -destination access router apparatus does not comply 

10 with the Fast Mobile IP. 

Alternatively, in the mobile communication method in the 
invention, the instruction performed by the mobile communication 
apparatus with respect to the pre-movement source access router 
apparatus is the one in which the address of the home agent 

15 apparatus is written in the new care-of address field of a fast 
binding update message according to Fast Mobile IP procedure. 
In this way, it becomes unnecessary to define anew a packet format . 

The mobile communication method of the invention further 
includes a step in which in the case where buffering is possible, 

20 if the home agent apparatus receives an instruction for buffering 
transmission data addres sed to the mobile communication apparatus 
from the pre-movement source access router apparatus, the home 
agent apparatus starts buffering. In this way, loss of packets 
addressed to the mobile communication apparatus can be prevented. 

2 5 Alternatively, the mobile communication method of the 

invention further includes a step in which the home agent apparatus 
notifies the start of the buffering to the pre-movement source 
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access router apparatus. In this way, the pre -movement source 
access router can know that the buffering is started. 

In the mobile communication method of the invention, if 
the home agent apparatus cannot carry out buffering, it notifies 
5 the pre -movement source access router apparatus that the 
buffering is impossible. In this way, the pre-movement source 
access router can know that the buffering cannot be done by the 
home agent apparatus . 

Alternatively, the mobile communication system of the 

10 invention includes a network having plural sub-networks, access 
router apparatuses connecting the sub-networks, a mobile 
communication apparatus making packet -communications with the 
network through the access router apparatuses, a home agent 
apparatus connected to the network which implements a mobile 

15 management of sub-network locations of the mobile communication 
apparatuses , and at least one correspondent node connecting to 
the network which performs communications with the mobile 
communication apparatus, in which system access router 
apparatuses which comply with Fast Mobile IP are intermixed with 

20 those which do not comply with it, the mobile communication 
apparatus, after moving to a different sub-network, makes a 
location registration to the home agent apparatus to continue 
the communication with the correspondent node. The mobile 
communication apparatus has a function of determining whether 

25 an access router apparatus complies with Fast Mobile IP or not, 
and if it determines that the pre-movement source access router 
apparatus complies with Fast Mobile IP, it acquires information 
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on the movement -destination access router apparatus from the 
pre-movement source access router apparatus to implement Fast 
Mobile IP procedure, and if it determines that the pre-movement 
source access router apparatus does not comply with Fast Mobile 
5 IP, the mobile communication apparatus requests the home agent 
apparatus for information on the movement -destination access 
router apparatus, the home agent apparatus provides the 
information on the movement -destination access router apparatus 
to the mobile communication apparatus in response to the request, 

10 and the mobile communication apparatus instructs the home agent 
apparatus to forward data addressed to the mobile communication 
apparatus to the movement -destination access router apparatus. 
In this way, the mobile communication apparatus can reduce packet 
loss even when the pre-movement source access router does not 

15 comply with the Fast Mobile IP. 

The mobile communication system of the invention includes 
a network having plural sub-networks, access router apparatuses 
connecting the sub-networks, a mobile communication apparatus 
performing communications with the network through the access 

20 router apparatuses, a home agent apparatus connected to the 
network which implements a mobile management of sub -network 
locations of the mobile communication apparatus, at least one 
correspondent node connecting to the network to make 
communication with the mobile communication apparatus, and an 

25 access router information server apparatus storing information 
on the access router apparatuses , access router apparatuses which 
comply with a Fast Mobile IP are intermixed with those which 
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do not comply with it, and the mobile communication apparatus, 
after moving to a different sub-network, makes a location 
registration to the home agent apparatus to continue the 
communication with the correspondent node. The mobile 
5 communication apparatus has a function of determining whether 
an access router apparatus can comply with the Fast Mobile IP 
or not, and when the pre-movement source access router complies 
with Fast Mobile IP, it acquires information on the 
movement -destination access router apparatus from the 

10 pre-movement source access router apparatus to implement the 
Fast Mobile IP procedure, and when the pre-movement source access 
router apparatus does not comply with Fast Mobile IP, the mobile 
communication apparatus acquires information on the 
movement -destination access router apparatus from the access 

15 router information server apparatus and instructs the home agent 
apparatus to forward data addressed to the mobile communication 
apparatus to the movement -destination access router apparatus. 
In this way, the mobile communication apparatus can reduce packet 
loss even when the pre-movement source access router does not 

20 comply with the Fast Mobile IP. 

A mobile communication apparatus (a mobile node) of the 
invention includes a mobile IP/Fast Mobile IP processing part 
for implementing a standard mobile IP processing and a Fast Mobile 
IP processing, an access router searching part for acquiring 

25 information on access router apparatuses from the mobile IP/Fast 
Mobile IP processing part , a Fast Mobile IP compliance determining 
part for determining whether the access router apparatus complies 
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with Fast Mobile IP based on the information acquired by the 
access router searching part, and a Fast Mobile IP control part 
for controlling the contents of a message generated by the mobile 
IP/Fast Mobile IP processing part based on the result of the 
5 Fast Mobile IP compliance determining part. In this way, the 
mobile communication apparatus can reduce packet loss even when 
the movement -destination access router does not comply with the 
Fast Mobile IP. 

In the mobile communication apparatus of the invention, 

10 information on the access router apparatuses is acquired from 
a home agent apparatus which manages movements of the mobile 
communication apparatus between sub-networks or from the access 
router apparatuses. In this way, the mobile communication 
apparatus can easily determine whether the movement -destination 

15 access router complies with Fast Mobile IP. 

If the Fast Mobile IP compliance determining part in the 
mobile communication apparatus of the invention determines that 
the pre-movement source access router apparatus does not comply 
with Fast Mobile IP, the Fast Mobile IP control part gives the 

20 identifier tag of the movement -destination access router 
apparatus to the home agent apparatus or an access router 
information server apparatus and causes the mobile IP/Fast Mobile 
IP processing part to request information on the 
movement -destination access router. 

25 When the Fast Mobile IP compliance determining part of 

the mobile communication apparatus of the invention determines 
that the movement -destination access router apparatus complies 
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with Fast Mobile IP based on the information on the 
movement -destination access router apparatus obtained from the 
home agent apparatus, the Fast Mobile IP control part controls 
the mobile IP/Fast Mobile IP processing part so that the home 
5 agent apparatus forwards data addressed to the mobile 
communication apparatus to the movement -destination access 
router apparatus. In this way, the mobile communication 
apparatus can reduce packet loss even when the pre-movement source 
access router does not comply with Fast Mobile IP. 

10 When the Fast Mobile IP compliance determining part of 

the mobile communication apparatus of the invention determines 
that the pre-movement source access router apparatus complies 
with Fast Mobile IP and the movement -destination access router 
does not comply with Fast Mobile IP, the Fast Mobile IP control 

15 part controls the mobile IP/Fast Mobile IP processing part so 
that the pre-movement source access router apparatus forwards 
data addressed to the mobile communication apparatus to the home 
agent. In this way, mobile communication apparatus can reduce 
packet loss even when the movement-destination access router 

20 does not comply with Fast Mobile IP. 

Alternatively, the mobile IP/Fast Mobile IP processing 
part of the mobile communication apparatus of the invention sends 
a message in which the address of the home agent apparatus is 
written in the new care-of address field of a fast binding update 

2 5 message according to Fast Mobile IP procedure. In this way, it 
becomes unnecessary to define anew a packet format. 

Alternatively, the home agent apparatus includes a mobile 
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IP/Fast Mobile IP processing part for implementing standard 
mobile IP processing and Fast Mobile IP processing, a buffer 
memory for temporarily storing packets addressed to the mobile 
communication apparatus being managed and a buffer management 
5 part for managing input and output to and from the buffer memory 
when the buffer management part receives a request for the storing 
of transmission packets to the mobile communication apparatus 
received by the mobile IP/Fast Mobile IP processing part or a 
request for the transmission of the stored packets . In this way, 
10 the mobile communication apparatus can reduce packet loss even 
when either the pre -movement source access router or the 
movement -destination access router does not comply with Fast 
Mobile IP. 

Alternatively, the buffer management part of the home agent 
15 apparatus of the invention starts to buffer packets when the 
buffer management part receives a message requesting the start 
of buffering from the pre-movement source access router apparatus , 
and transmits the buffered packets to the mobile communication 
apparatus to which they are addressed when a message requesting 
20 the start of transmitting buffered packets is received from the 
movement-destination access router apparatus . In this way, loss 
of packets addressed to the mobile communication apparatus can 
be prevented. 

Alternatively, the home agent apparatus of the invention 
25 further includes a movement -destination access router searching 
part for requesting the access router information server 
apparatus which stores information on access router apparatuses 
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for information on the movement -destination access router in 
response to an inquiry for information on the 
movement -destination access router apparatus, and sending the 
acquired information to the device making the request. In this 
5 way, it becomes unnecessary for the home agent apparatus to store 
information on access routers . 

Alternatively, the movement -destination access router 
searching part of the home agent apparatus in the invention makes 
a request to the access router information server apparatus using 

10 the identifier tag of the movement -destination access router 
apparatus acquired when the movement-destination access router 
searching part receives the request from the mobile communication 
apparatus. In this way, the home agent apparatus can easily 
acquire information on the movement-destination access router 

15 of the mobile communication apparatus. 

Alternatively, the home agent apparatus of the invention 
further includes an access router information list in which 
identifier tags of access router apparatuses, IP addresses of 
the access router apparatuses, and the compliance/noncompliance 

20 of the access router apparatuses with Fast Mobile IP are written, 
and an access router information searching part for searching 
for entries corresponding to the identifier tag included in the 
received massage requesting information on the access router 
apparatus, in which the movement -destination access router 

2 5 searching part instructs the access router information searching 
part to search information on the movement -destination access 
router apparatus in response to the request. In this way, the 
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home agent apparatus can easily acquire information on the 
movement -destination access router of the mobile communication 
apparatus . 

In the home agent apparatus of the invention , the identifier 
5 tag of the access router apparatus is either a lower layer address 
or a cell station ID. In this way, the home agent apparatus can 
uniquely identify the movement -destination access router. 

Alternatively, the access router information server 
apparatus of the invention includes an access router information 

10 list in which identifier tags of access router apparatuses, IP 
addresses of the access router apparatuses and the 
compliance/noncompliance with Fast Mobile IP of the access router 
apparatuses are written, a receiving part for receiving requests 
for information on the access router apparatuses from various 

15 kinds of apparatuses in the network, an access router information 
searching part for searching for entries in the access router 
information list corresponding to the identifier tag included 
in the received request, and an access router information 
notifying part for relaying the search result to the apparatus 

20 making the request. In this way, the mobile communication 
apparatus can acquire information on the movement -destination 
access router by sending a message requesting the access router 
information server apparatus for information on the 
movement -destination access router apparatus. 

25 In the access router information server apparatus of the 

invention, the identifier tag of the access router is either 
a lower layer address or a cell station ID. In this way, the 
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access router information server apparatus can uniquely identify 
the movement -destination access router. 

The mobile communication method of the invention includes 
a step in which if a mobile communication apparatus determines 
5 that the movement -destination access router apparatus does not 
comply with Fast Mobile IP, it instructs the pre-movement source 
access router apparatus to forward data addressed to the mobile 
communication apparatus to a home agent apparatus, a step in 
which the home agent apparatus forwards the data addressed to 

10 the mobile communication apparatus received f rom the pre-movement 
source access router apparatus to a buffer node which stores 
data temporarily, a step in which when the home agent apparatus 
receives notification of the completion of handover from the 
mobile communication apparatus, it instructs the buffer node 

15 to transmit data addressed to the mobile communication apparatus 
to the mobile communication apparatus, and a step in which the 
buffer node transmits the stored data addressed to the mobile 
communication apparatus to the instructed mobile communication 
apparatus when it receives the instruction for the transmission. 

20 In this way, the home agent apparatus workload for storing data 
can be reduced. 

Alternatively, the mobile communication method of the 
invention further includes a step in which when the home agent 
apparatus receives a buffer request message from the pre-movement 

25 source access router apparatus, the home agent apparatus 
transmits the request for storing data to the buffer node, and 
a step in which the buffer node replies to the home agent apparatus 
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indicating whether it can store the data when the buffer node 
receives the buffer request message. In this way, the home agent 
apparatus can forward data after verifying the storage condition 
of the buffer node, therefore, the data storing can be performed 
5 reliably. 

Alternatively, in the mobile communication method of the 
invention, a tunnel is established for data transmission between 
the home agent apparatus and the buffer node or between the buffer 
node and the mobile communication apparatus or in both locations . 

10 In this way, the mobile communication apparatus can reduce packet 
loss even when the movement -destination access router does not 
comply with Fast Mobile IP. 

The mobile communication system of the invention further 
includes a buffer node for temporarily storing data, which is 

15 instructed by the home agent apparatus to temporarily store data 
transmitted to the buffer node and to transmit the data to the 
designated mobile communication apparatus, and which thus 
performs the storing of received data and the transmission of 
data to the designated mobile communication apparatus . In this 

20 way, the home agent apparatus workload for storing data can be 
reduced. 

A home agent apparatus of the invention includes a mobile 
IP/Fast Mobile IP processing part for implementing a standard 
mobile IP processing and a Fast Mobile IP processing, a data 
25 forwarding part for forwarding data received by the mobile IP/Fast 
Mobile IP processing part and addressed to the mobile 
communication apparatus which is being managed, to an external 



22 



storage apparatus, and a message generating part for generating 
a message which instructs the storing of data addressed to the 
mobile communication apparatus and transmitted by the data 
forwarding part and a message which instructs the transmission 
5 of the data stored in the external storage apparatus to the mobile 
communication apparatus, and for requesting the mobile IP/Fast 
Mobile IP processing part to send the message to the external 
storage apparatus . In this way , the home agent apparatus workload 
for storing data can be reduced. 

10 As described above, according to the mobile communication 

method of the invention, when the mobile communication apparatus 
moves to a different sub-network, it is possible to choose an 
appropriate forwarding method in accordance with 
compliance /noncompliance with Fast Mobile IP of the pre-movement 

15 source access router apparatus and the movement -destination 
access router apparatus, and even when neither of them complies 
with Fast Mobile IP, packet loss can be reduced. 

Brief Description of the Drawings 
20 Fig. 1 is a view showing a configuration of a mobile communication 
system according to an embodiment 1 of the invention; 
Fig. 2 is a diagram showing a configuration of a mobile 
communication apparatus according to the embodiment 1 of the 
invention; 

25 Fig. 3 is a diagram showing a configuration of a home agent 
apparatus according to the embodiment 1 of the invention; 
Fig. 4 is a chart showing a data structure of a binding cache 
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according to the embodiment 1 of the inventions- 
Fig. 5 is a diagram showing a configuration of an access router 
information server apparatus according to the embodiment 1 of 
the invention; 

5 Fig. 6 is a first sequence diagram showing operations of the 
mobile communication system according to the embodiment 1 of 
the invention; 

Fig. 7 is a second sequence diagram showing operations of the 
mobile communication system according to the embodiment 1 of 
10 the invention; 

Fig. 8 is a flow chart showing the first operation of the mobile 
communication apparatus according to the embodiment 1 of the 
invention; 

Fig. 9 is a flow chart showing the second operation of the mobile 
15 communication apparatus according to the embodiment 1 of the 
invention; 

Fig. 10 is a flow chart showing a first operation of the home 
agent apparatus according to the embodiment 1 of the inventions- 
Fig. 11 is a flow chart showing a second operation of the home 

20 agent apparatus according to the embodiment 1 of the inventions- 
Fig. 12 is a flow chart showing a third operation of the home 
agent apparatus according to the embodiment 1 of the invention; 
Fig. 13 is a flow chart showing operations of the access router 
information server apparatus according to the embodiment 1 of 

25 the inventions- 
Fig. 14A is a chart showing a first configuration of an access 
router apparatus information list according to the embodiment 
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1 of the invention; 

Fig. 14B is a chart showing a second configuration of an access 
router apparatus information list according to the embodiment 
1 of the invention; 
5 Fig. 14c is a chart showing a third configuration of an access 
router apparatus information list according to the embodiment 
1 of the invention; 

Fig. 15 is a fifth sequence diagram showing operations of the 
mobile communication system according to the embodiment 1 of 
10 the invention; 

Fig. 16 is a third sequence diagram showing operations of the 
mobile communication system according to the embodiment 1 of 
the invention; 

Fig. 17 is a fourth sequence diagram showing operations of the 
15 mobile communication system according to the embodiment 1 of 
the invention; 

Fig. 18 is a diagram showing a second configuration of the home 
agent apparatus according to the embodiment 1 of the invention; 
Fig. 19 is a diagram showing a third configuration of the home 

20 agent apparatus according to the embodiment 1 of the invention; 
Fig. 20 is a flow chart showing a fourth operation of the home 
agent apparatus according to the embodiment 1 of the invention; 
Fig. 21 is a flow chart showing a fifth operation of the home 
agent apparatus according to the embodiment 1 of the invention; 

25 Fig. 22 is chart showing a format of a router advertisement message 
according to the embodiment 1 of the inventions- 
Fig .23 is a chart showing a format of a fast binding 
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acknowledgement message according to the embodiment 1 of the 
invention ; 

Fig. 24 is a chart showing a format of a buffering request message 
according to the embodiment 1 of the invention; 
5 Fig. 25 is a chart showing a format of a buffering response message 
according to the embodiment 1 of the invention; 
Fig. 26 is a chart showing a format of a binding update message 
according to the embodiment 1 of the invention; 
Fig. 27 is a chart showing a format of a router solicitation 

10 for proxy according to the embodiment 1 of the inventions- 
Fig. 28 is a chart showing a proxy router advertisement message 
according to the embodiment 1 of the invention; 
Fig. 29 is a chart showing a format of a fast binding update 
message according to the embodiment 1 of the invention; 

15 Fig. 30 is a chart showing a format of a request message according 
to the embodiment 1 of the invention; 

Fig. 31 is a chart showing a format of a response message according 
to the embodiment 1 of the inventions- 
Fig. 32 is a chart showing a format of a handover initiate message 

20 according to the embodiment 1 of the inventions- 
Fig. 33 is a chart showing a format of a handover acknowledgement 
message according to the embodiment 1 of the invention; 
Fig. 34 is a sixth sequence diagram showing operations of the 
mobile communication system according to the embodiment 1 of 

2 5 the invention; 

Fig . 35 is a view showing a configuration of a mobile communication 
system according to an embodiment 2 of the invention; 
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Fig. 36 is a diagram showing a configuration of a home agent 
apparatus according to the embodiment 2 of the invention; 
Fig. 37 is a diagram showing a configuration of a buffer node 
according to the embodiment 2 of the invention; 
5 Fig. 38 is a sequence diagram showing operations of the mobile 
communication system according to the embodiment 2 of the 
invention; 

Fig . 39 is a chart showing a format of a buffer-packet transmission 
start message according to the embodiment 2 of the invention; 
10 and 

Fig. 40 is a sequence diagram showing operations of a conventional 
mobile communication system. 

Best Mode for Carrying Out the Invention 
15 Hereinafter, embodiments of the invention will be explained 

with reference to the drawings. Note that identical 
configuration blocks are denoted by identical numerals in the 
following drawings . 
( Embodiment 1 ) 

20 Fig. 1 is a configuration view of a mobile communication 

system according to the invention. 

In Fig. 1, local networks 10 , 11 are connected to the Internet 
and are networks including plural routers and hosts to which 
an Internet Protocol is applied. A mobile communication 

25 apparatus (a mobile node) 20 performs communications using the 
Internet Protocol , connects to the local network 10 through access 
router apparatuses 100a to 100c or connects to the local network 
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11 through access router apparatuses lOOd to lOOf. A 
correspondent node 80 performs communications with the mobile 
communication apparatus 20, a home agent apparatus 40 performs 
location management of the mobile communication apparatus 20 , 
5 and an access router information server apparatus 60 stores 
information of the access router apparatuses 100a to 100c, lOOd 
to lOOf on the local networks 10, 11. The correspondent node 
80, the home agent apparatus 40 and the access router information 
server apparatus 60 connect to the Internet 1 . 

10 First, the configuration and operations of the mobile 

communication apparatus 20 which form the mobile communication 
system according to the invention will be explained with reference 
to the drawings . 

Fig. 2 is a configuration diagram of the mobile 

15 communication apparatus 20 according to the invention. 

In Fig. 2, a lower layer processing parts 21, 22 perform 
processes such as modulation, demodulation, and access control, 
an IP processing part 23 performs packet forwarding and the like 
using the Internet protocol (IP) , and an upper layer processing 

20 part 24 performs the control of applications and the management 
of sessions at layers higher than the IP layer. A mobile IP/Fast 
Mobile IP processing part 25 implements procedures of standard 
mobile IP and Fast Mobile IP, a Fast Mobile IP control part 26 
performs the control of the mobile IP/Fast Mobile IP processing 

25 part 25 , with respect to Fast Mobile IP , a Fast Mobile IP compliance 
determining part 2 7 determines whether the access router 
apparatus of a connection destination complies with Fast Mobile 
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IP or not, and an access router searching part 28 acquires 
information on access router apparatuses of prospective new 
destinations , to determine a movement -destination access router. 
Concerning the lower layer processing parts 21, 22, it is 
5 sufficient to have at least one part , and it is not always necessary 
to have two or more. 

Operations of the mobile communication apparatus 20 
constituted as the above will be explained in detail with reference 
to operation flow charts shown in Fig. 8 and Fig. 9. 

10 Fig. 8 explains operations when the mobile communication 

apparatus 20 detects a new access router apparatus while moving. 

In Fig. 8, first, when the mobile IP/Fast Mobile IP 
processing part 25, detects that a connection to an access router 
apparatus lOOd different from the access router apparatus 100c 

15 which is currently connected is possible, it issues a handover 
start trigger (step S601). The handover start trigger can be 
issued at a lower layer or can be issued at an upper layer where 
there are applications. For example, in the case that the lower 
layer is IEEE802.il, the reception of a beacon signal from a 

20 different access router apparatus (or an access point apparatus 
connected to the access router apparatus) is regarded as the 
trigger. When the start of the handover is determined by the 
beacon signals, the mobile communication apparatus 20 verifies 
whether a lower layer address (a MAC address, or a cell station 

2 5 ID) of the access router apparatus lOOd can be acquired from 
the received beacon signals. 

Hereupon, the mobile IP/fast mobile IP processing part 



29 



2 5 acquires the identifier tag (ID) of the access router apparatus 
lOOd which is to be the movement -destination in the case that 
it can be acquired when the handover start trigger is issued 
(step S602). For example, the lower layer address included in 
5 the received beacon signals is acquired and made the identifier 
tag. However, other identifier tags are possible such as the 
cell station ID. 

When the identifier tag of the movement -destination access 
router apparatus lOOd cannot be acquired, whether the 

10 pre-movement source access router apparatus 100c is Fast Mobile 
IP (FMIP) is verified (step S603). Whether the access -router 
apparatus 100c complies with Fast Mobile IP or not is determined, 
for example, by referring to a router advertisement message 2400 
transmitted by the access router apparatus 100c, in which there 

15 an option field which indicates compliance/noncompliance with 
Fast Mobile IP. 

Fig. 22 is a chart showing a format of the router 
advertisement message 2400. 

In Fig. 22, when a value of a code field 2402 in a handover 

20 capability option 2401 is "0" , this shows that the access router 
apparatus complies with Fast Mobile IP. As shown in Fig. 22, 
an IP header and the like are added to the message, but it is 
similar to the one used in general. Much the same is true with 
the following messages. 

25 It can also be concluded that the access router apparatus 

100c does not comply with Fast Mobile IP when there is no reply 
of a certain number of times after the mobile communication 



30 



apparatus 20 sends a router solicitation for proxy 1400. 

Next , in the case that the pre -movement source access router 
apparatus 100c complies with Fast Mobile IP, the mobile 
communication apparatus sends a fast binding update message in 
5 which the address of the home agent apparatus is set in a proxy 
care-of address field to the pre-movement source access router 
apparatus 100c ( step S607 ) . The packet format of the fast binding 
update message 1600 here is shown in Fig. 29. In this format, 
the mobile communication apparatus 20 writes its own home address 

10 in the home address field 1603 in the fast binding update message 
1600 and writes the IP address of the home agent apparatus 40 
to which the mobile communication apparatus 20 itself belongs 
in the proxy care-of address field 1601. 

In the case that the pre-movement source access router 

15 apparatus 100c does not comply with Fast Mobile IP, the mobile 
IP/Fast Mobile IP processing part 25 sends a buffering request 
message 2000 to the home agent apparatus 40 and requests that 
packets addressed to the home address of the mobile communication 
apparatus 20 be buffered ( step S608 ) . The format of this 

20 buffering request message 2000 is shown in Fig . 24. In the message, 
a B-flag 2001 showing that the buffering is requested is set, 
and the home address of the mobile communication apparatus 20 
is written in a home address field 2002. 

On the other hand, in the step S602, when the identifier 

25 tag of the movement-destination the access router apparatus lOOd 
can be acquired, the Fast Mobile IP compliance determining part 
27 verifies whether the pre-movement source access router 
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apparatus 100c complies with Fast Mobile IP or not (step S604) . 
The compliance/noncompliance with Fast Mobile IP is indicated 
by the value written in the code field 2402 in the handover 
capability option 2401 , which is added to the router advertisement 
5 message 2400 received from the pre-movement source access router 
apparatus 100c. Alternatively, when there is no reply to a set 
number of router solicitations for proxy from the mobile 
communication apparatus 20, it is determined that the 
pre-movement source access router apparatus 100c does not comply 

10 with Fast Mobile IP. 

Note that the verification whether the pre-movement source 
mobile router apparatus 100c complies with Fast Mobile IP can 
be executed in advance, and in that case, it is necessary to 
store the compliance separately. 

15 When the Fast Mobile IP compliance determining part 27 

determines whether the pre-movement source access router 
apparatus 100c complies with Fast Mobile IP, it notifies this 
to the Fast Mobile IP control part 26. 

The Fast Mobile IP control part 26 instructs the mobile 

20 IP/Fast Mobile IP processing part 25 to send the router 
solicitation for proxy 1400 to the pre-movement source access 
router apparatus 100c , and the mobile IP/Fas t Mobile IP processing 
part 25 performs the processes of generating and sending the 
message (step S606). A format of the router solicitation for 

25 proxy 1400 is shown in Fig. 27. At this time, the identifier 
tag of the movement -destination access router apparatus lOOd 
is written as the identifier tag 1402 of the router solicitation 
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for proxy 1400. In particular, in the case that the identifier 
tag is the lower layer address, it is written in a new LLA field 
1401 . The router solicitation for proxy 1400 is transmitted from 
themobile IP/Fast Mobile IP processing part 25 to the IPprocessing 
5 part 23, and forwarded to the network from the selected lower 
layer processing part 21 or 22. 

On the other hand, if it is determined that the pre-movement 
source access router apparatus 100c does not comply with Fast 
Mobile IP, the Fast Mobile IP control part 26 instructs the mobile 

10 IP/Fast Mobile IP processing part 25 to send a router solicitation 
for proxy 1400 to the home agent apparatus. The transmission 
contents are same as the case of the step S606. 

Next, operations from when the mobile communication 
apparatus 20 receives a proxy router advertisement message 1500 

15 until it receives a data packet addressed to itself, which were 
buffered in the home agent apparatus 40 or the 
movement-destination access router apparatus lOOd will be 
explained with reference to Fig. 9. 

In Fig. 9, first, when the mobile IP/Fast Mobile IP 

20 processing part 25 receives the proxy router advertisement 
message 1500 as a reply to the router solicitation for proxy 
1400 (step S701), it verifies the transmission source address 
(S702) . A format of the proxy router advertisement message 1500 
is shown in Fig. 28. The new care-of address field 1503 is the 

25 care-of address of the local network to which the mobile 
communication apparatus 20 is newly connected, the new router 
prefix field 1502 indicates the address of the newly connected 
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local network, and a code field 1501 indicates that information 
on the requested access router apparatus could not be found or 
that information on the access router apparatus could be found 
but the apparatus does not comply with Fast Mobile IP. 
5 When the transmission source address 1504 is the address 

of the home agent, the mobile IP/Fast Mobile IP processing part 
25, verifies whether information on the movement -destination 
access router apparatus lOOd is included in the message, and 
whether the movement -destination access router apparatus lOOd 

10 complies with Fast Mobile IP (step S703). For example, it is 
verified whether the IP address of the movement -destination 
access router apparatus lOOd or a network prefix managed by the 
movement -destination access router apparatus lOOd is written 
in the new router prefix field 1502. If this is the case, the 

15 fast binding update message 1600 in which the address of the 
movement -destination access router apparatus is set in a 
replacement care-of address field 1601 is sent to the home agent 
apparatus (step S704). 

On the other hand, if this is not the case, the mobile 

20 IP/Fast Mobile IP processing part 25 sends the buffering request 
message 2000 to the home agent apparatus (step S705). 

In the step S702, when the transmission source address 
1504 is the pre-movement source access router apparatus 100c, 
the Fast Mobile IP compliance determining part 27 verifies whether 

25 the movement -destination access router apparatus lOOd complies 
with Fast Mobile IP or not (step S706) . The verification is done 
by referring to the code field 1501 of the proxy router 



advertisement message 1500 or a handover capability option 2401 
which is not shown. 

When it is verified that the movement -destination access 
router apparatus lOOd does not comply with Fast Mobile IP, the 
5 Fast Mobile IP control part 26 transmits a fast binding update 
message 1600 to the pre-movement source access router apparatus 
100c, where in the replacement care-of address field 1601 of 
the message the IP address of the home agent apparatus 40 of 
the mobile communication apparatus 20 itself (or the home address 
10 of the mobile communication apparatus 20 itself) is written ( step 
S707). 

On the other hand, if the movement -destination access 
router apparatus lOOd complies with Fast Mobile IP, the Fast 
Mobile IP control part 26 instructs the mobile IP/Fast Mobile 

15 IP processing part 25 to implement the Fast Mobile IP procedure. 
Specifically, the mobile IP/Fast Mobile IP processing part 25 
transmits to the pre-movement source access router apparatus 
100c the fast binding update message 1600 in whose substituted 
care-of address field 1601 is written the IP address of the 

20 movement -destination access router apparatus lOOd (or the IP 
address of a mobile communication apparatus 20 which can be used 
when connecting to the movement -destination access router 
apparatus lOOd) as the IP address of the access router apparatus 
to be the handover destination (step S708). 

25 Next, as a reply to the fast binding update message 1600, 

when a fast binding acknowledgement message 1900 written in Fig. 
23 is received ( step S709 ) , the mobile IP/Fast Mobile IP processing 
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part 25 instructs the lower layer processing part 21 or 22 to 
start handover processing, and the lower layer processing part 
21 and/or 2 2 executes the handover processing. Further, when 
the handover in the lower layer is completed, a connection 
5 processes such as acquiring a new care-of address in the IP 
processing part 23 is carried out (step S710) . After acquiring 
the new care-of address, the mobile IP/Fast Mobile IP processing 
part performs a binding update processing with respect to the 
home agent apparatus 40 based on the standard mobile IP procedure 

10 (step S711) . 

In the case that a fast binding update message 1600 
containing the IP address of the home agent apparatus 40 (or 
the home address of the mobile communication apparatus 20 itself) 
has previously been sent, packets stored in the home agent 

15 apparatus 40 are forwarded after the binding update processing 
(step S711) is finished, and the IP processing part 23 receives 
the packets (step S712). 

In the case that the standard Fast Mobile IP procedure 
has been previously executed, namely, the fast binding update 

20 message 1600 in which the IP address of the movement-destination 
access router apparatus lOOd is written has been sent, stored 
packets are forwarded after the handover processing (step S710) 
is completed, and the IP processing part 23 receives the packets. 
The mobile communication apparatus 20 may acquire identifier 

25 tags of plural access router apparatuses 100 and acquire 
information on them. Specifically, the access router searching 
part 28 acquires information used for selecting priority 1304, 



transmission rate 1305 or the like in an access router information 
list 1300 such as shown in Fig. 14B or Fig. 14C by requesting 
it from the home agent apparatus 40 , the access router information 
server apparatus 60 or the access router apparatus 100, at which 
5 information on the access router is acquired. Then, the access 
router searching part 28 makes a comparison according to the 
request from the upper layer where there are applications, and 
can select one of the access router apparatuses 100 of the 
prospective movement -destination. For example, in the case that 

10 the transmission rate value 1305 shown in Fig. 14C is acquired 
together with other information on the movement -destination 
access router and there is transmission and reception of large 
data, the access router apparatus 100 with the lower layer address 
"2", whose transmission rate value 1305 is 100Mbps, is decided 

15 as the movement -destination access router, thereby realizing 
a smooth handover. However, since the movement-destination 
access router apparatus lOOd decided here does not comply with 
Fast Mobile IP , it is necessary to apply the procedure as described 
above . 

20 As described above, according to the mobile communication 

apparatus of the invention, in a network environment in which 
the access router apparatuses which comply with Fast Mobile IP 
and the access router apparatuses which do not comply with Fast 
Mobile IP are intermixed, even when the movement -destination 

25 access router does not comply with Fast Mobile IP, packet loss 
can be eliminated in the same way as in Fast Mobile IP, and 
forwarding efficiency during the handover in the mobile 
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communication system can be improved by forwarding mail to the 
home agent apparatus . 

Next, the configuration and operation of the home agent 
apparatus 40 according to the invention will be explained with 
5 reference to the drawings . 

Fig . 3 is a configuration diagram of the home agent apparatus 
40 according to the invention . 

In Fig. 3, lower layer processing parts 41, 42 perform processes 
such as modulation and demodulation or the access control, an 

10 IP processing part 43 performs a packet forwarding and the like 
using the Internet protocol (IP) , and an upper layer processing 
part 44 performs the control of applications and the management 
of sessions at layers higher than the IP layer. A mobile IP/Fast 
Mobile IP processing part 45 implements procedures of the standard 

15 mobile IP and Fast Mobile IP, a buffer memory 47 temporarily 
stores packets addressed to the mobile communication apparatus 
20 and received by the home agent apparatus 40, and a buffer 
management part 46 manages input and output of the buffer. 

Concerning the lower layer processing parts 41, 42, it 

20 is sufficient to have at least one part, and it is not always 
necessary to have two or more. 

Operations of the home agent apparatus 40 constituted as 
above will be explained in detail with reference to operation 
flow charts shown in Fig. 10 to Fig. 12. 

25 When the home agent apparatus 40 receives a predetermined 

message from the mobile communication apparatus 20 or the access 
router apparatus 100, the home agent apparatus 40 starts the 



indicated operation. Hereinafter, operations for each of the 
messages received will be explained. 

Fig. 10 is the operation flow chart showing operations 
when the home agent apparatus 40 has received the buffering request 
5 message 2000 transmitted by the mobile communication apparatus 
20. 

The mobile IP/Fast Mobile IP processing part 45 checks 
whether the buffering request message 2000 has been received 
or not through the lower layer processing parts 41, 42 and the 

10 IP processing part 43 (step S901), and if it has been received, 
the mobile IP/Fast Mobile IP processing part 45 makes a 
notification to the buffer management part 46. 

Next, the buffer management part 46 verifies the status 
of the buffer memory 47 and determines whether the buffering 

15 is possible (step S902). 

If the buffer management part 46 determines that the 
buffering is impossible for a reason such as limited buffer 
capacity, this is indicated in a status field 2101 of a buffering 
reply message 2100 which is sent to the mobile communication 

20 apparatus 20 (step S903). 

In the case that the buffering is determined to be possible, 
from that time onward, the IP processing part 43 forwards packets 
addressed to the mobile communication apparatus 20 to the buffer 
management part 46 and the buffer management part 46 stores the 

25 packets in the buffer 47 (step S904) . In addition, the buffering 
reply message 2100 in which the start of buffering is indicated 
in the status field 2 101 is transmitted to the mobile communication 



apparatus 20 (step S905). After that, the processing returns 
to the step S901. 

Fig. 11 is an operation flow chart showing operations when 
the home agent apparatus 40 has received a handover initiate 
5 message 1700 transmitted by the access router device . 

When the mobile IP/Fast Mobile IP processing part 45 
receives the handover initiate message 1700 through the lower 
layer processing parts 41, 42 and the IP processing part 43 (step 

51001) , the mobile IP/Fast Mobile IP processing part 45 verifies 
10 that there is a U-flag 1703 which requests the buffering (step 

51002) . In the case there is a buffering request, from that time 
onward, the IP processing part 43 forwards packets addressed 
to the mobile communication apparatus 20 to the buffer management 
part 46, and the buffer management part 46 starts the process 

15 of storing the packets in the buffer 47 (step S1003) . Then, the 
buffer management part 46 sends a handover acknowledgement 
message 1800 to the mobile communication apparatus 20, in which 
a status code indicating the start of buffering is written in 
a code field 1801 (step S1004) . In the case that the buffering 

20 is judged to be impossible in the step S1003, this is indicated 
in the code field 1801 of a handover acknowledgement message 
1800 and sent to the mobile communication apparatus 20 (step 
S1004). 

In the step S1002, if there is no buffering request, the 
25 buffer management part 46 transmits a handover acknowledgement 
message 1800 in which a prescribed status code is written in 
a code field 1801, to the mobile communication apparatus 20 (step 
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S1004) . 

Fig. 12 is the operation flow chart showing operations 
when the home agent apparatus 40 receives a binding update message 
2200 transmitted by the mobile communication apparatus 20. 
5 When the mobile IP/Fast Mobile IP processing part 45, 

receives the binding update message 2200 through the lower layer 
processing part 41 or 42 and the IP processing part 43 (step 
S1200), the mobile IP/Fast Mobile IP processing part 45 checks 
whether a T-flag 2202 requesting the forwarding of buffered 

10 packets is set (step S1201). In the case that the T-flag 2202 
is not set, the mobile IP/Fast Mobile IP processing part 45 
processes the binding update message 2200 in accordance with 
the standard mobile IP procedure (step S1204) . After that, the 
processing returns to the step S1200. 

15 In the case that the T-flag 2202 is set, the mobile IP/Fast 

Mobile IP processing part 45 makes a notification to the buffer 
management part 46 and the buff er management part 46 checks whether 
packets addressed to the mobile communication apparatus 20 are 
stored in the buffer 47 (step S1202). If so, the packets are 

20 forwarded to the IP processing part 43 to be transmitted to the 
mobile communication apparatus 20 (step S1203). 

Further, the mobile IP/Fast Mobile IP processing part 45 
processes the binding update message 2200 in accordance with 
the standard mobile IP procedure (step S1204). 

25 Even when there are no stored packets, the mobile IP/Fast 

Mobile IP processing part 45 further processes a binding update 
message 2200 in accordance with the standard mobile IP 
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procedure ( step S1204) . 

Even in the case that there is no T-flag, by receiving 
the binding update message 2200 from the mobile communication 
apparatus 20 for which buffering is being carried out, it can 
5 be verified that a new communication route has been secured, 
and therefore, buffered packets can be forwarded. 

Fig. 21 is an operation flow chart showing operations when 
the home agent apparatus 40 receives the fast binding update 
message 1600 transmitted by the mobile communication apparatus 
10 20. 

When the IP processing part 43 receives the fast binding 
update message 1600 through the lower layer processing part 41 
or 42 (step S1101), the IP processing part 43 forwards it to 
the mobile IP/Fast Mobile IP processing part 45. Then, the mobile 

15 IP/Fast Mobile IP processing part 45 sends the handover initiate 
message 1700 to the IP address written in the replacement care-of 
address field 1601 in the fast binding update message 1600, that 
is, the IP address of the movement -destination access router 
apparatus lOOd (step S1102) . After that, the standard Fast Mobile 

20 IP procedure is performed. 

Operations when the home agent apparatus 40 receives the 
router solicitation for proxy 1400 transmitted by the mobile 
communication apparatus 20 are as follows . When the IP processing 
part 43 of the home agent apparatus 40 receives the router 

25 solicitation for proxy 1400 through the lower layer processing 
part 41 or 42, the IP processing part 43 forwards the message 
to the mobile IP/Fast Mobile IP processing part 45 , and the mobile 
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IP/Fast Mobile IP processing part 45 asks the access router 
information server 60 for the identifier tag of the 
movement -destination access router apparatus lOOd written in 
the router solicitation for proxy 1400, for example, the lower 
5 layer address, and thereby acquires information on the 
corresponding access router apparatus lOOd. 

Other configurations of the home agent apparatus 40 
according to the present invention are shown in Fig. 18 and Fig. 
19. 

10 In Fig. 18, the configuration including a 

movement -destination access router searching part 48 which 
acquires information on the movement-destination access router 
apparatus lOOd of the movement -destination sub-network of the 
mobile communication apparatus 20 is different from the 

15 configuration shown in Fig. 3. 

The Fig. 19 configuration including an access router 
information list 50 in which information on the access router 
apparatuses is stored and an access router information searching 
part 49 is different from the configuration shown in Fig. 18. 

20 The access router information searching part 49 connects with 
the movement -destination access router searching part 48, 
searches for information on the access router apparatus in 
question from the access router information list 50 , and forwards 
the information to the movement -destination access router 

25 searching part 48. 

Operations of the home agent apparatus 40 constituted as 
above are same as Fig. 10 to Fig. 12, and Fig. 21, but operations 
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when the router solicitation for proxy 1400 transmitted by the 
mobile communication apparatus 20 is received are different from 
these . 

Fig. 20 is a flow chart showing the operations when this 
5 home agent apparatus 40 receives the router solicitation for 
proxy 1400 transmitted by, the mobile communication apparatus 
20. 

Specifically, when the IP processing part 43 receives the 
router solicitation for proxy 1400 through the lower layer 

10 processing part 41 or 42 (step S801), the IP processing part 
43 forwards the message to the mobile IP/Fast Mobile IP processing 
part 45 andthemobile IP/Fast Mobile IPprocessingpart 45 notifies 
the movement -destination access router searching part 48 of the 
identifier tag of the movement -destination access router 

15 apparatus lOOd, for example the lower layer address, written 
in the router solicitation for proxy 1400, to request a search 
for information on the corresponding access router apparatus 
lOOd. 

In the home agent apparatus 40 including the configuration 
20 shown in Fig. 18, the movement -destination access router 
searching part 48 transmits a message through the upper layer 
processing part 44 and the IP processing part 43 requesting 
information on the access router apparatus lOOd in question from 
the access router information server apparatus 60, and forwards 
25 the information on the access router apparatus lOOd that is 
obtained as the reply to the message to the mobile IP/Fast Mobile 
IP processing part 45 (step S802). 
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The movement -destination access router searching part 48 
in the home agent apparatus 40 which has the configuration of 
Fig. 19 sends a search request including the identifier tag of 
the access router apparatus lOOd to the access router information 
5 searching part 49, and the access router information searching 
part 49 searches for relevant information from the access router 
information list 50 (step S802). 

The mobile IP/Fast Mobile IP processing part 45 sends the 
proxy router advertisement message 1500, in which the obtained 

10 information is written, to the mobile communication apparatus 
20 ( step S804 ) . In the case that information on the corresponding 
access router apparatus lOOd could not be obtained, a proxy router 
advertisement message 1500 in which presence of an error is 
indicated in the code field 1501 is transmitted to the mobile 

15 communication apparatus 20 (step S803). 

Next , the configuration and operations of the access router 
information server information 60 according to the invention 
will be explained with reference to the drawings. 

Fig. 5 is a configuration diagram of the access router 

20 information server information 60 according to the invention. 
In Fig. 5, lower layer processing parts 61, 62 perform processes 
such as modulation, demodulation, and access control, an IP 
processing part 63 performs a packet forwarding and the like 
using the Internet protocol (IP) , and an upper layer processing 

25 part 64 performs the control of applications and management of 
sessions at layers higher than the IP layer. Additionally, an 
access router information list 65 keeps information of the access 



45 



router apparatuses, an access router information searching part 
66 searches for information on access routers from the access 
router information list, and an access router information 
notifying part 67 notifies the mobile communication apparatus 
5 of the search result of the access router information searching 
part 66 . It is sufficient to have one of the lower layer processing 
parts 61, 62, and it is not always necessary to have two or more. 

Operations of the access router information server 
apparatus 60 constituted as above will be explained in detail 

10 using the operation flow chart shown in Fig. 13. 

When the access router information server apparatus 60 
receives a prescribed message from the mobile communication 
apparatus 20, the home agent apparatus 40 or the access router 
apparatus 100, it starts the indicated operations. The 

15 respective operations carried out in response to each message 
received are as follows . 

Fig. 13 is an operation flow chart showing the case when 
a request message 2 500 transmitted by the mobile communication 
apparatus 20, the home agent apparatus 40 or the access router 

20 apparatus 100 is received. 

First, when the access router information searching part 
66 receives the request message 2500 through the lower layer 
processing parts 61, 62, the IP processing part 63, or the upper 
layer processing part 64 (step S1300), the access router 

25 information searching part 66 searches for the indicated 
information in the access router information list 65 ( step S1301 ) . 
A format of the request message 2500 is shown in Fig. 30. 
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The access router information list has, for example, a 
configuration shown in Fig. 14A, and includes information showing 
a lower layer address 1301, an IP address 1302 and a Fast Mobile 
IP compliance 1303 of the access router apparatuses 100. Further, 
5 it can include additional information shown in Fig. 14B, that 
is, information such as priority value 1304 used when selecting 
the access router apparatus 100 or a transmission rate 1305 
provided by each access router apparatus 100 shown in Fig. 14C. 

In search of information, at least the IP address 1302 
10 corresponding to the lower layer address 1301 matching the lower 
layer address 2501 included in the request message 2500 is searched 
in the access router information list 

Next, the access router information notifying part 67 
transmites a reply message 2600 in which the obtained information 
15 is written to the transmission source of the request message 
(step S1302). A format of the reply message 2600 is shown in 
Fig. 31. The searched IP address is written in an address field 
2601. 

When information such as the priority or the transmission 
20 rate is made to be included in the reply message , the reply message 
can include fields in which additional information such as the 
priority or the transmission rate is included. The packet format 
is not limited to the above, and may be another format if it 
has the same effect. 
25 According to the access router information server apparatus 

of the invention, information on the access router apparatus 
such as compliance/noncompliance with Fast Mobile IP, the 
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priority value or the transmission rate which may be referred 
to when selecting the movement -destination access router can 
be provided. In this way, the mobile communication apparatus 
receives the information allowing flexible selection of the 
5 movement -destination access router apparatus, and therefore, 
in the mobile communication system according to the invention, 
the handover which is suitable for the upper layer where there 
are applications can be realized. 

Next , operations when performing the handover with respect 

10 to four cases: the access router apparatus is connected to or 
will be connected to the mobile communication apparatus 20, and 
complies with, and does not comply with Fast Mobile IP, will 
be explained below. 

(1) A case when performing a handover to the 

15 movement -destination access router apparatus which does not 
comply with Fast Mobile IP when the pre -movement source access 
router apparatus complies with Fast Mobile IP 

In this case, the access router apparatuses 100a to 100c 
connected to the local network 10 can process messages used in 

20 the Fast Mobile IP procedure, and also can buffer packets and 
forward them to the mobile communication apparatus 20 . On the 
other hand, the access router apparatuses lOOd to lOOf connected 
to the local network 11 cannot process messages used in the Fast 
Mobile IP procedure, and cannot buffer packets and forward them 

25 to the mobile communication apparatus 20. At this time, the 
mobile communication apparatus 20 moves from the access router 
apparatus which belongs to the local network 10 to the access 



router apparatus which belongs to the local network 11. 

Fig. 6 and Fig. 7 are sequence diagrams showing operations 
when the mobile communication apparatus 20 moves from the access 
router apparatus 100c to the access router apparatus lOOd in 
5 the mobile communication system according to the invention. 

Fig. 6 is the sequence diagram in a state that a route 
from the correspondent node (CN) 80 to the mobile communication 
apparatus (MN) 20 is optimized, and Fig. 7 is a sequence diagram 
in a state that the route is not optimized. Note that the route 
10 optimization indicates a state in which transmission data from 
the correspondent node 80 to the mobile communication apparatus 
20 is directly transmitted addressed to the current care-of 
address of the mobile communication apparatus 20 without routing 
through the home agent apparatus which belongs to the home network 
15 of the mobile communication apparatus 20. 

First, when the mobile communication apparatus 20 decides 
to start handover ( step S401 ) , it checks whether the access router 
apparatus 100c complies with Fast Mobile IP. 

Next, since the access router apparatus 100c complies with 
20 Fast Mobile IP, the mobile communication apparatus 20 sends the 
router solicitation for proxy (RtSolPr ) 1400 to the access router 
apparatus 100c (step S402). In the case that the mobile 
communication apparatus 20 can acquire the lower layer address 
(a MAC address corresponds to this) from the received beacon 
25 signals, the address is written in the new LLA field 1401 of 
the router solicitation for proxy 1400. 

After the access router apparatus 100c has received the 



49 



router solicitation for proxy 1400 from the mobile communication 
apparatus 20 (step S402) , the apparatus searches for information 
on the movement -destination access router apparatus lOOd. At 
this time, when the lower layer address is included in the router 
5 solicitation for proxy 1400, the access router apparatus 100c 
makes a search based on the lower layer address. The search is 
performed by referring to the access router information list 
in which the access router apparatus 100c stores information 
of the access router apparatuses in the same subnet, or by asking 
10 the access router information server apparatus 60 which stores 
information of the access router apparatuses in the network (step 
S420) . 

Hereupon, the configuration of the access router 
information list according the invention is shown in Fig. 14A, 

15 Fig. 14B and Fig. 14C. In Fig. 14A, Fig. 14B and Fig. 14C, the 
lower layer address 1301 indicates the lower layer address of 
the corresponding access router apparatus, the IP address 1302 
indicates the IP address of the corresponding access router 
apparatus, and the flag 1303 is a flag indicating whether the 

20 corresponding access router apparatus complies with Fast Mobile 
IP. 

The access router information server apparatus 60 stores 
information on the access router apparatuses, and searches for 
information such as the IP address of the required access router 
25 apparatus, and makes a response. As the result of the search, 
in the case that information on the access router apparatus in 
question, namely, the movement -destination access router 
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apparatus lOOd, could not be found, or in the case that the 
information on the movement -destination access router apparatus 
lOOd was found but it was found that the apparatus does not comply 
with Fast Mobile IP, the access router apparatus 100c transmits 
5 to the mobile communication apparatus 20 the code which indicates 
that information on the movement-destination access router 
apparatus lOOd could not be found or the code which indicates 
that the information was found but the apparatus does not comply 
with Fast Mobile IP (step S403) . Here, by adding the handover 

10 capability option 2401 of the router advertisement message 2400 
to the proxy router advertisement message 1500, a message in 
which the compliance/noncompliance with Fast Mobile IP of the 
movement-destination access router apparatus lOOd which has been 
discovered is written in the code field 2402 can be transmitted, 

15 thereby obtaining an effect equivalent to the above. 

Next, the mobile communication apparatus 20 refers to the 
code field 1501 included in the proxy router advertisement message 
1500, and verifies whether information on the access router 
apparatus lOOd can be acquired or not, or whether the access 

20 router apparatus lOOd complies with Fast Mobile IP or not. In 
the case that the handover capability option 2401 is added, the 
mobile communication apparatus 20 refers to the code field 2 402 
and verifies whether the access router apparatus lOOd complies 
with Fast Mobile IP. 

25 Since the pre-movement source access router apparatus 100c 

complies with Fast Mobile IP, the mobile communication apparatus 
20 sends the fast binding update message (FBU) to the access 
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router apparatus 100c notifying that the mobile communication 
apparatus 20 has started the procedure of the Fast Mobile IP 
(step S404) . 

When the access router apparatus 100c receives the fast 
5 binding update message 1600 ( step S404 ) , it transmits the handover 
initiate message (HI) 1700 to the address written in the 
replacement care-of address field 1601 in the fast binding update 
message 1600 ; that is , to the home agent apparatus 40 ( step S405 ) . 

A packet format of the handover initiate message 1700 is 

10 shown in Fig. 32. Here, the current care-of address is written 
in the old care-of address field 1701 in the handover initiate 
message 1700, and the U-flag 1703 which instructs the home agent 
apparatus 40 to buffer packets is set. If the buffering is not 
requested, the U-flag 1703 does not have to be set. 

15 The home agent apparatus 40, after receiving the handover 

initiate message 1700 from the access router apparatus 100c, 
verifies that the home address corresponding to the care-of 
address written in the old care-of address field 1701 of the 
handover initiate message 1700, namely the home address of the 

20 mobile communication apparatus 20 exists in the binding cache. 

Fig. 4 is a chart showing a data structure of the binding 
cache. Home address 2301 indicates home addresses of nodes 
managed by the home agent apparatus 40, and Care-of address 2302 
indicates addresses of the nodes in the network outside the 

25 subnetwork to which the home agent apparatus belongs, a sequence 
number 2303 has the highest sequence number among the binding 
update messages which have been previously received, and a 



52 



lifetime 2304 indicates the length of time that nodes registered 
in the binding cache can be used. 

In the embodiment, the home agent apparatus 40 verifies 
whether the address of the old care-of address field 1701 exists 
in the home address 2301. In the case that the U-flag 1703 which 
instructs buffering in the handover initiate message 1700 is 
set, the buffering of packets addressed to the care-of address 
and to the home address of the mobile communication apparatus 
20 is started. 

Next, the home agent apparatus 40 sends the handover 
acknowledgement (HACK) message 1800 indicating the start of the 
handover process to the access router apparatus 100c ( step S406 ) . 
A format of the handover acknowledgement message 1800 is shown 
in Fig. 33. 

The access router apparatus 100c, after receiving the 
handover acknowledgement message 1800, transmits a fast binding 
acknowledgement message (FBACK) 1900 to the mobile communication 
apparatus 20 (step S407). 

Since the communication route from the correspondent node 
80 to the mobile communication apparatus 2 0 is optimized, data 
packets are transmitted from the correspondent node 80 not to 
the home agent apparatus 40, but rather to the access router 
apparatus 100c directly (step S417). 

The access router apparatus 100c has received the fast 
binding update message 1600 from the mobile communication 
apparatus 20, and therefore the access router apparatus 100c 
forwards the received data packets addressed to the mobile 
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communication apparatus 20 to the home agent apparatus 40 . Since 
the home agent apparatus 40 is required to perform buffering 
by the handover initiate message 1700 , the forwarded data packets 
addressed to the mobile communication apparatus 20 are buffered 
5 (step S408) . 

Next, the mobile communication apparatus 20, after 
receiving the fast binding acknowledgement message 1900 from 
the access router apparatus 100c # performs the handover process 
in the lower layer (step S418), and when the handover process 

10 in the lower layer is completed, issues a trigger indicating 
that the handover process in the lower layer has been completed 
to the IP layer (step S409). Then after the handover process 
in the lower layer is completed, the mobile communication 
apparatus 20 sends a router solicitation message (RtSol) to the 

15 movement -destination access router apparatus lOOd (step S410). 

The access router apparatus lOOd, after receiving the 
router solicitation message , sends a router advertisement message 
2400 including at least its own subnet prefix to the mobile 
communication apparatus 20 (step S411). 

20 After the mobile communication apparatus 20 receives the 

router advertisement message 2400 from the access router 
apparatus lOOd, the mobile communication apparatus 20 generates 
a care-of address (step S419). After that, the mobile 
communication apparatus 20 sends a binding update message (BU) 

25 2200 including the generated care-of address and its own home 
address to the home agent apparatus 40 through the access router 
apparatus lOOd, thus transmitting the care-of address of the 
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movement -destination sub-network (step S412). A format of the 
binding update message 2200 is shown in Fig. 26 . The home address 
of the mobile communication apparatus 20 is written in a home 
address field 2201 and the care-of address is written in a source 
5 address field 2203. 

Next, the home agent apparatus 40, after receiving the 
binding update message 2200 (step S412) , updates a binding cache 
2300, and starts transmitting the buffered packets to the new 
care-of address (step S414). At the same time, the home agent 

10 apparatus 40 sends the binding acknowledgement message (BA) to 
the mobile communication apparatus 20 through the access router 
apparatus lOOd (step S413). 

Receiving the binding acknowledgement message from the 
home agent apparatus 40 (step S413), the mobile communication 

15 apparatus 20 verifies that the location registration has been 
completed. 

Furthermore, the mobile communication apparatus 20 sends 
the binding update message 2200 to the correspondent node 80 
in accordance with the standard mobile IP procedure (step S415) . 
20 The correspondent node 80, after receiving the binding update 
message 2200, updates the stored binding cache 2300 and performs 
direct communications with the mobile communication apparatus 
20 (step S416) . 

The above is an operation sequence when the communication 
25 route between the mobile communication apparatus 20 and the 
correspondent node 80 is optimized. 

Next , operations when the communication route is not 
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optimized will be explained with reference to the sequence diagram 
of Fig. 7 . The case is different from the case in which the route 
optimization is performed only with regard to the point that 
packets addressed to the mobile communication apparatus are 
5 routed through the home agent apparatus 40, and with regard to 
actions arising from this point. Here, only the points in which 
the operation is different will be explained. 

As shown in Fig. 7, when data packets are transmitted from 
the correspondent node 80 to the home agent apparatus 40 (step 

10 S417) , the home agent apparatus 40 buffers the packets addressed 
to the care -of address of the mobile communication apparatus 
20 forwarded by the access router apparatus 100c because the 
home agent apparatus 40 is requested in the handover initiate 
message to perform buffering from the access router apparatus 

15 100c (step S421) . In addition, the home agent apparatus 40 also 
buffers packets addressed to the home address which is associated 
with the CoA in the binding cache (step S422). 
After the mobile communication apparatus 20 has finished an L2 
handover, the home agent apparatus 40 receives the binding update 

20 message 2200 (step S412), and then updates the binding cache 
2300 and start transmitting the buffered packets to the new care -of 
address (step S414). 

Even when the mobile communication apparatus 20 receives 
the binding acknowledgement message from the home agent apparatus 

25 40 (step S413) and verifies that the location registration has 
been finished, the mobile communication apparatus 20 does not 
send the binding update message 2200 to the correspondent node 
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80, and therefore, packets addressed to the mobile communication 
apparatus 20 are all transmitted through the home agent (step 
S423) . 

Note that the packet format is not limited to that applied 
5 in the above explanation and may be other formats as long as 
the same effect can be obtained. 

(2) A case when performing a handover to the 
movement -destination access router apparatus which complies with 
Fast Mobile IP when the pre -movement source access router 
10 apparatus does not comply with Fast Mobile IP 

Also in this case, the access router apparatuses 100a to 
100c connected to the local network 10 can process messages used 
in the Fast Mobile IP procedure and can buffer packets and forward 
them to the mobile communication apparatus 20 . On the other hand , 
15 the access router apparatuses lOOd to lOOf connected to the local 
network 11 cannot process messages used in the Fast Mobile IP 
procedure, and cannot buffer packets and forward them to the 
mobile communication apparatus 20. At this time, the mobile 
communication apparatus 20 moves from the access router apparatus 
20 lOOd which belongs to the local network 11 to the access router 
apparatus 100c which belongs to the local network 10. 

Fig. 16andFig. 17 are sequence diagrams showing operations 
when the mobile communication apparatus 20 moves from the access 
router apparatus lOOd to the access router apparatus 100c in 
25 the mobile communication system according to the invention. 

Fig. 16 shows operations in a state that the communication 
route from the correspondent node 80 to the mobile communication 
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apparatus 20 is not optimized, and data packets addressed to 
the mobile communication apparatus 20 are transmitted to the 
home address. The home agent apparatus 40 forwards the data 
packets to the access router lOOd to which it is currently connected, 
5 and the access router lOOd further forwards them to the mobile 
communication apparatus 20 . 

On the other hand. Fig. 17 shows operations in a state 
that the communication route from the correspondent node 80 to 
the mobile communication apparatus 20 is optimized, and data 

10 packets to the mobile communication apparatus 20 are directly 
transmitted to the access router apparatus lOOd and then are 
forwarded to the mobile communication apparatus 20. 

First, operations when the route optimization is not used 
will be explained with reference to Fig. 16. 

15 When the mobile communication apparatus 20 detects a handover 
in the same way as the case (1) (step S501), it checks whether 
the lower layer address of the access router apparatus 100c can 
be obtained from the received beacon signals . Further, the mobile 
communication apparatus 20 determines whether the access router 

20 apparatus lOOd complies with Fast Mobile IP. Since it is 
determined that the access router apparatus lOOd does not comply 
with Fast Mobile IP, the mobile communication apparatus 20 sends 
the router solicitation for proxy (RtSolPr) 1400 to the home agent 
apparatus 40 through the access router apparatus lOOd ( step S502 ) . 

25 In the case that the lower layer address can be acquired from 
the received beacon signals, the lower layer address is written 
in the new LLA field 1401 of the router solicitation for proxy 



58 



1400. 

Next, the home agent apparatus 40, after receiving the 
router solicitation for proxy 1400 from the mobile communication 
apparatus 20, searches for information concerning the 
5 movement -destination access router apparatus 100c. At this time, 
when the lower layer address is included in the router solicitation 
for proxy 1400, the search is performed based on the lower layer 
address. The search is performed by searching in the access 
router information list stored by the home agent apparatus itself , 

10 in which information of the access router apparatuses is stored, 
or by inquiring of the access router information server apparatus 
60 in which information of the access router apparatuses in the 
network is stored (step S520). 

As the result of the search, when an entry corresponding 

15 to the lower layer address can be found and it is determined 
that there is compliance with Fast Mobile IP, the home agent 
apparatus 40 sends the proxy router advertisement message 
(PrRtAdv) 1500 in whose new router prefix field 1502 is written 
the IP address obtained from information on the access router 

20 apparatus 100c which corresponds to the lower layer address (step 
S503) . 

Next, the mobile communication apparatus 20 receives the 
proxy router advertisement message 1500 through the access router 
apparatus lOOd to acquire the IP address written in the new router 
25 prefix field 1502 as the information on the movement -destination 
access router apparatus 100c. Subsequently, the mobile 
communication apparatus 20 sends the fast binding update message 
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(FBU) 1600 to the home agent apparatus 40 through the access 
router apparatus lOOd ( step S504 ) . At this time , a global address 
of the home agent apparatus 40 is written as the destination 
address of the fast binding update message 1600. The IP address 
included in the information on the movement -destination access 
router apparatus 100c which has previously been acquired is 
written in the replacement care-of address field 1601 of the 
fast binding update message 1600. 

The acquirement of information on the movement -destination 
access router apparatus can be directly performed by the mobile 
communication apparatus 20. In that case, the mobile 
communication apparatus 20 does not execute the processes of 
the step S502 and the step S503, the process of the step S520 
is initiated by the mobile communication apparatus 20 itself 
and is executed through interaction between the mobile 
communication apparatus and the access router information server 
apparatus 60, and performs the process of the step S504 based 
on the obtained information. 

Next, the home agent apparatus 40, after receiving the 
fast binding update message 1600 , transmits the handover initiate 
message (HI) 1700 to the address indicated in the replacement 
care-of address field 1601 of the fast binding update message 
1600, that is, to the movement-destination access router 
apparatus 100c (step S505) . At this time, the current care-of 
address of the mobile communication apparatus 20 is written in 
the old care-of address field 1701 of the hand over initiate 
message 1700, and the U-flag 1703 for instructing the access 
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router apparatus 100c to buffer packets is set. Note that the 
home agent apparatus 4 0 updates the binding cache also at this 
time . 

Next, the movement -destination access router apparatus 
5 100c # after receiving the handover initiate message 1700 from 
the home agent apparatus 40, starts to buffer packets addressed 
to the care-of address of the mobile communication apparatus 
20 received from that time , because the U- f lag 1703 for instructing 
the buffering is set in the handover initiate message 1700. 

10 Specifically, when the home agent apparatus 40 receives data 
packets addressed to the home address of the mobile communication 
apparatus 20 (step S518) and forwards them to the access router 
apparatus 100c (step S519), the access router apparatus 100c 
verifies that the packets are addressed to the mobile 

15 communication apparatus 20 and performs buffering (step S508) . 

At that time, the access router apparatus 100c sends the 
handover acknowledgement message (HACK) 1900 indicating that 
the handover process has started to the home agent apparatus 
40 (step S506) . 

20 Next, the home agent apparatus 40, after receiving the 

handover acknowledgement message 1800, sends the fast binding 
acknowledgement message (FBACK) 1900 to the mobile communication 
apparatus 20 through the pre -movement source access router 
apparatus lOOd (step S507) . Meanwhile, packets addressed to the 

25 home address of the mobile communication apparatus 20 and sent 
from the correspondent node 80 are buffered by the access router 
apparatus 100c as described above (step S508). 
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Next , after the mobile communication apparatus 20 receives 
the fast binding acknowledgement message 1800 from the access 
router apparatus lOOd (step S507), the mobile communication 
apparatus 20 performs the handover process in the lower layer 
5 (step S517) . 

After the handover process in the lower layer is finished 
(step S509), the mobile communication apparatus 20 transmits 
the router solicitation message (RtSol) to the 
movement -destination access router apparatus 100c (step S510) . 
10 Next, after the movement -destination access router 

apparatus 100c receives the router solicitation message, 
transmits the buffered packets to the mobile communication 
apparatus 20 (step S511). 

The movement-destination access router apparatus 100c 
15 sends to the mobile communication apparatus 20 a router 
advertisement message which includes at least the subnet prefix 
of the movement -destination access router apparatus 100c itself 
(step S512) . 

Next, after the mobile communication apparatus 20 receives 
20 the router advertisement message from the movement -destination 
access router apparatus 100c , the mobile communication apparatus 
20 transmits a binding update message BU 2200 which includes 
the care -of address and the home address of the mobile 
communication apparatus 20 itself to the home agent apparatus 
25 40 through the access router apparatus 100c (step S513). 

Next , after the home agent apparatus 40 receives the binding 
update message 2200 (step S513), it updates the binding cache 
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2300. After that, the home agent apparatus 40 sends a binding 
acknowledgement message BA to the mobile communication apparatus 
20 (step S514) . 

Next, the mobile communication apparatus 20 receives the 
5 binding acknowledgement message from the home agent apparatus 
40 through the access router apparatus 100c (step S514) and 
recognizes that the location registration has been completed. 

From that time onward, packets addressed to the mobile 
communication apparatus are forwarded via the home agent 
10 apparatus 40 (step S523). 

The above is the operation sequence in the case that the 
communication route is not optimized between the mobile 
communication apparatus 20 and the correspondent node CN. 

Next, operations in the case that the route optimization 
15 is performed will be explained with reference to Fig. 17. 

First, after the start of the handover is decided, a binding 
update message whose lifetime is set to "0" is sent to the 
correspondent node (step S521). In this way, the route 
optimization is cancelled, and packets addressed to the mobile 
2 0 communication apparatus are routed via the home agent . As a result , 
loss of data packets from the correspondent node 80 to the mobile 
communication apparatus 20 in the handover can be prevented. 

After that, the processes in the same way as when route 
optimization is not performed are performed (step S502 to S514) . 
25 Next, after the mobile communication apparatus 20 has 

received the binding acknowledgement message (S514) from the 
home agent apparatus , the mobile communication apparatus 20 sends 
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the binding update message 2200 to the correspondent node 80 
in accordance with the mobile IP procedure (step S515). 

After the correspondent node 80 receives the binding update 
message 2200 , it updates the stored binding cache 2300 and performs 
5 the route optimization. In this way, the correspondent node 80 
directly sends communications to the care-of address, not to 
the home address of the mobile communication apparatus 20, from 
that time (step S516) . Note that the above packet format is not 
limited to this and may be other formats as long as the same 

10 effect can be obtained. 

(3) The case of performing a handover to a 
movement -destination access router apparatus which complies with 
Fast Mobile IP when the pre-movement source access router 
apparatus complies with Fast Mobile IP 

15 In this case, the access router apparatuses 100a to 100c 

connected to the local network 10 and the access router apparatuses 
lOOd to lOOf connected to the local network 11 can process messages 
used in the Fast Mobile IP procedure, and can buffer packets 
and forward them to the mobile communication apparatus 20. At 

20 this time, the mobile communication apparatus 20 moves from the 
access router 100c which belongs to the local network 10 to the 
access router apparatus lOOd which belongs to the local network 
11. 

The sequence diagram of this case is same as Fig. 34 of 
25 the conventional art, but it is different from the conventional 
art in that when the mobile communication apparatus 20 decides 
to start handover , the mobile communication apparatus 20 verifies 
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whether the access router apparatus 100c complies with Fast Mobile 
IP (step S401) . 

The mobile communication apparatus 20 determines that the 
access router apparatus 100c complies with Fast Mobile IP and 
5 transmits the router solicitation for proxy (RtSolPr) 1400 to 
the access router apparatus 100c (step S402). 

The subsequent processes are same as the conventional 
example . 

(4) The case of handover to a movement -destination access 

10 router apparatus which does not comply with Fast Mobile IP when 
the pre -movement source access router apparatus does not comply 
with Fast Mobile IP 

In this case, the access router apparatuses 100a to 100c 
connected to the local network 10 and the access router apparatuses 

15 lOOd to lOOf connected to the local network 11 cannot process 
messages used in the Fast Mobile IP procedure and cannot buffer 
packets or forward them to the mobile communication apparatus 
20. At this time, the mobile communication apparatus 20 moves 
from the access router apparatus lOOd which belongs to the local 

20 network 11 to the access router apparatus 100c which belongs 
to the local network 10. 

Fig. 15 shows operations in a state that the communication 
route from the correspondent node 80 to the mobile communication 
apparatus 20 is not optimized, and data packets addressed to 

2 5 the mobile communication apparatus 20 are transmitted to the 
home address. The home agent apparatus 40 forwards the data 
packets to an access router apparatus lOOd to which it is currently 
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connected, then , the access router apparatus lOOd further 
forwards them to the mobile communication apparatus 20. 

On the other hand. Fig. 34 shows operations in a state 
that the communication route from the correspondent node 80 to 
5 the mobile communication apparatus 20 is optimized, and data 
packets addressed to the mobile communication apparatus 20 are 
directly transmitted to the access router apparatus lOOd which 
then forwards them to the mobile communication apparatus 20. 

First, operations in the case the route optimization is 
10 not applied will be explained with reference to Fig. 15. 

In Fig. 15, the processes of the mobile communication 
apparatus 20, from decision to start handover (step S501) to 
reception of the proxy router advertisement message 1500 (step 
S503) to acquisition of the IP address written in the new router 
15 prefix field 1502 as information on the movement -destination 
access router apparatus 100c, are the same as operations in the 
case that the route optimization is not applied in the case 2 . 

Next, the mobile communication apparatus 20 sends the 
buffering request message 2000 to the home agent apparatus 40 
20 through the access router apparatus lOOd (step S301). At this 
time, the home address of the mobile communication apparatus 
20 is written as the home address of the buffering request message 
2000. 

Next , after the home agent 40 receives the buffering request 
25 message 2000 , it verifies that the mobile communication apparatus 
20 which is the source of the message is registered in the binding 
cache. If this is verified, the home agent apparatus 40 transmits 
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the buffering reply message 2101 notifying that the request for 
processing has been received to the mobile communication 
apparatus 20 (step S302). 

Next, the home agent apparatus 40 receives data packets 
5 addressed to the home address of the mobile communication 
apparatus 20 (step S303) and starts to buffer those data packets 
(step S304) . 

Next, after the mobile communication apparatus 20, after 
receives the buffering reply message 2101 from the access router 

10 apparatus lOOd (step S302), the mobile communication apparatus 
20 performs the handover process in the lower layer (step S517) . 

After the mobile communication apparatus 20 finishes the 
handover process in the lower layer (step S509), it transmits 
the router solicitation message (RtSol) to the 

15 movement -destination access router apparatus 100c (step S510) . 

Next, when the movement -destination access router 
apparatus 100c receives the router solicitation message , it sends 
a router advertisement message including at least its own subnet 
prefix to the mobile communication apparatus 20 (step S512). 

20 After the mobile communication apparatus 20 receives the 

router advertisement message from the movement -destination 
access router apparatus 100c, it next sends the binding update 
message BU2200 including the care-of address and the home address 
of the mobile communication apparatus 20 itself to the home agent 

25 apparatus 40 through the access router apparatus 100c ( step S513 ) . 

After the home agent apparatus 40 receives the binding 
update message 2200 (step S513), it updates the binding cache 
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2300. After that, the apparatus sends the binding 
acknowledgement message BA to the mobile communication apparatus 
20 (step S514) . The home agent apparatus 40 also transmits the 
buffered data packets addressed to the mobile communication 
5 apparatus 20 to the mobile communication apparatus 20 through 
the access router apparatus 100c (step S511). 

Next, the mobile communication apparatus 20 receives the 
binding acknowledgement message from the home agent apparatus 
40 through the access router apparatus 100c (step S514) and 
10 recognizes that the location registration has been completed. 

From that time onward, packets addressed to the mobile 
communication apparatus are forwarded via the home agent 
apparatus 40 (step S516). 

The above is the operation sequence in the case that the 
15 communication route between the mobile communication apparatus 
20 and the correspondent node CN is not optimized. 

Next, operations in the case that the route optimization 
is performed will be explained with reference to Fig. 34. 

In Fig. 34, the processes of the mobile communication 
20 apparatus 20 from decision to start handover (step S501) to 
reception of the proxy router advertisement message 1500 (step 
S503) to acquisition of the IP address written in the new router 
prefix field 1502 for use as information on the 
movement -destination access router apparatus 100c are same as 
25 operations in the case that the route optimization is not 
performed. 

After the mobile communication apparatus 20 decides to 
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start handover, it sends a binding update message in which "0" 
is set in the lifetime to the correspondent node 80 (step S305) . 
In this way # the route optimization is cancelled and packets 
addressed to the mobile communication apparatus 20 are routed 
5 via the home agent, and as a result, loss of data packets from 
the correspondent node 80 to the mobile communication apparatus 
20 in the handover can be prevented. 

After that, the same processes as the case when the route 
optimization is not performed are performed (step S310 to S511) . 

10 After the mobile communication apparatus 20 receives the 

binding acknowledgement message from the home agent apparatus 
( step S514 ) , the mobile communication apparatus 20 sends a binding 
update message 2200 to the correspondent node 80 in accordance 
with the mobile IP procedure (step S306). 

15 After the correspondent node 80 receives the binding update 

message 2200, it updates the binding cache 2300 it is storing 
and performs the route optimization. In this way, the 
correspondent node 80 directly sends communications to the 
care-of address, not to the home address of the mobile 

20 communication apparatus 20 (step S523.) Note that the above 
packet format is not limited to this, and may be other formats 
if the same effect can be obtained. 

As described above, according to the invention, in the 
network environment in which the access router apparatuses which 

2 5 comply with Fast Mobile IP and the access router apparatuses 
which do not comply with Fast Mobile IP are intermixed, the mobile 
communication apparatus determines whether the pre-movement 
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source access router apparatus and the movement -destination 
access router apparatus comply with Fast Mobile IP, and in the 
case that the pre-movement source access router does not comply 
with Fast Mobile IP, the mobile communication apparatus 
5 implements the Fast Mobile IP procedure by designating the home 
agent apparatus as the proxy of the pre-movement source access 
router apparatus, so that handover with no packet loss can be 
realized, and when both access router apparatuses comply with 
Fast Mobile IP, the transmission effect during the handover can 
10 be increased because the Fast Mobile IP is performed by both 
in communication between the two. 
( Embodiment 2 ) 

Fig. 35 is a view showing a configuration of a mobile 
communication system according to the embodiment, which differs 
15 from the mobile communication system in the embodiment 1 in that 
the system has a buffer node (BN) 90 for temporarily storing 
data. 

Fig. 36 is a diagram showing a configuration of a home 
agent apparatus 70. 

20 In Fig. 36, a data forwarding part 71 forwards data addressed 

to the mobile communication apparatus (the mobile node) of a 
management target to the buffer node 90 which has been previously 
registered, a message generating part 72 generates a buffer 
request message which instructs the buffer node 90 to store 

25 received data, or a buffer-packet transmission start message 
which instructs the forwarding of the stored data. The buffer 
request message is same as the one shown in Fig. 24. A format 
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of the buffer-packet transmission start message is shown in Fig. 
39. 

In Fig. 39 , by setting the MH type to be the value indicating 
buffer-packet transmission start, the message becomes a 
5 buffer-packet transmission start message. Home address 4201 
indicates the home address of a mobile communication apparatus 
20 and the care-of address 4 202 indicates the care-of address 
of the mobile communication apparatus 20 after movement. 

Fig. 37 is a diagram showing a configuration of the buffer 
10 node 90 according to the embodiment. 

In Fig. 37, a lower layer processing part 91 performs 
processes such as modulation, demodulation, and access control, 
an IP processing part 92 performs packet forwarding and the like 
using the Internet protocol (IP) , a buffer memory 93 is a storage 
15 apparatus for storing received packets temporarily, and a buffer 
management part 94 manages input/output of the buffer. 

Next, operations of the mobile communication system 
according to the embodiment will be explained with reference 
to Fig. 38. 

20 In Fig. 38, operations from start of the handover of the 

mobile communication apparatus (MN) 20 (step S401) to the 
transmission processing of a handover initiate message (HI) in 
the pre-movement source access router apparatus 100c (S405) are 
same as in the embodiment 1 in the case where the pre-movement 

25 source access router apparatus does not comply with a Fast Mobile 
IP. 

Next, the home agent apparatus 70 verifies that the home 
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address corresponding to the care-of address written in the old 
care-of address field 1701 of the handover initiate message 1700 , 
namely, the home address of the mobile communication apparatus 
20, exists in a binding cache. Further, when an U-flag 1703 
5 instructing buffering is set in the handover initiate message 
1700, the home agent apparatus sends a buffering request message 
2000 to the buffer node 90 which has been previously registered 
(step S4101) . 

When the buffer node 90 receives the message, it checks 
10 whether the data storage required of the buffer memory is possible 
or not, and informs the home agent apparatus of this by means 
of a buffer reply message (step S4102). 

If the home agent apparatus 70 receives the notification 
that the buffer node 90 can store data, the home agent apparatus 
15 40 sends a handover acknowledgement message (HACK) 1800 
indicating that data-buffering during the handover will be 
undertaken by the access router apparatus 100c (step S406). 

Next, after the access router apparatus 100c receives the 
handover acknowledgement message 1800, it sends a fast binding 
20 acknowledgement message (FBACK) to the mobile communication 
apparatus 20 (step S407). 

After that, packets transmitted from the correspondent 
node 80 to the pre -movement source access router apparatus 100c 
are transmitted from the pre-movement source access router 
25 apparatus 100c to the home agent apparatus 70 (step S408). 

The home agent apparatus 70 has received the notification 
that the buffering is possible from the buffer node 90, and 
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therefore, transmits the received packets to the buffer node 
90 (step S4103) . Then, the buffer node 90 stores the forwarded 
data addressed to the mobile communication apparatus in its buffer 
memory . 

5 On the other hand, after the mobile communication apparatus 

20 receives a fast binding acknowledgement message 1900 from 
the access router apparatus 100c, the mobile communication 
apparatus 20 performs the handover process in a lower layer (step 
S418) , and when the handover process in the lower layer is completed, 

10 the mobile communication apparatus 20 issues to an IP layer a 
trigger indicating that the handover process in the lower layer 
has been completed ( step S409 ) . Then , after the handover process 
in the lower layer has been completed, the mobile communication 
apparatus 20 sends a router solicitation message (RtSol) to the 

15 movement -destination access router apparatus lOOd (step S410). 

The access router apparatus lOOd, after receiving the 
router solicitation message , sends a router advertisement message 
including at least its own subnet prefix to the mobile 
communication apparatus 20 (step S411). 

20 Next, the mobile communication apparatus 20, after 

receiving the router advertisement message from the access router 
apparatus lOOd, generates a care-of address (step S419) . After 
that , the mobile communication apparatus 20 sends a binding update 
message (BU) 2200 including the generated care-of address and 

25 its own home address to the home agent apparatus 70 through the 
access router apparatus lOOd to notify the home agent apparatus 
70 of the care-of address of the movement -destination 
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sub-network (step S412). 

Next, the home agent apparatus 70, after receiving the 
binding update message 2200, updates a binding cache 2300. Then, 
the home agent apparatus 70 transmits the buffer-packet 
5 transmission start message to the buffer node 90 and dictates 
the transmission of the stored data to the care-of address of 
the movement -destination 4202 in the buffer-packet transmission 
start message (step S4104). 

Upon receipt of the buffer-packet transmission start 
10 message, the buffer node 90 starts to transmit data stored in 
the buffer memory 93 which is addressed to the mobile communication 
apparatus 20, to the designated care-of address (step S414). 

The home agent apparatus 70 sends a binding acknowledgement 
message (BA) to the mobile communication apparatus 20 through 
15 the access router apparatus lOOd as a reply to the binding update 
message 2200 (step S413). 

The mobile communication apparatus 20 receives the binding 
acknowledgement message from the home agent apparatus 70 and 
verifies that a location registration has been completed. 
20 Furthermore, the mobile communication apparatus 20 sends 

the binding update message 2200 to the correspondent node 80 
in accordance with the standard mobile IP procedure (step S415) . 
After the correspondent node 80 receives the binding update 
message 2200 , it updates the stored binding cache 2300 and directly 
2 5 performs communications with the mobile communication apparatus 
20 (step S416) . 

As described above, when the home agent apparatus 70 
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receives a request from the access router apparatus for buffering 
data addressed to the mobile communication apparatus being 
managed, the home agent apparatus 70 does not buffer data itself 
but forwards data to the buffer node 90 which has previously 
5 been registered and makes the buffer node 90 store the data . 
Therefore, the workload of home agent apparatus 70 for storing 
data is reduced. Additionally, since the home agent apparatus 
70 designates a buffer node 90 which exists on the 
movement -destination sub-network of the mobile communication 
10 apparatus 20, the forwarding time when forwarding the stored 
data to the mobile communication apparatus 20 after the completion 
of the handover can be shortened, as compared with the case when 
the buffer node exists on the same network as the home agent 
apparatus 70 or on the pre -movement sub -network. 

15 

Industrial Applicability 

The invention is useful when the mobile communication 
apparatus moves to a different sub-network, and preferable in 
the case where the pre -movement source access router apparatus 
20 or the movement -destination access router apparatus does not 
comply with Fast Mobile IP. 



